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Section 1: Why sell online? 
What’s happening now in the world of online sales, and where are things headed in the future? 
If you’re a business owner or someone looking to monetize their talents via a website or blog, 
these are two very important questions.1

Online shopping is quickly becoming the norm. Google says “63% of 
1shopping occasions start online."   That's only going to grow.

Nasdaq.com cites studies estimating that, by the year 2040, "95% of 
purchases will be facilitated by eCommerce."  

Also key? Who shops online. While Millennials already make 54% of 
purchases online,3  Verto Analytics found Generation X and Baby
Boomers account for 75% of "heavy online shoppers."   People of all 

Despite this, the Small Business Administration (SBA) reports that more 

than a third of the 30 million small businesses in the U.S. don't even have

 
a website.   Transitioning from a purely brick-and-mortar business to

selling products and services online is crucial for those who want to remain

of regular online  
shoppers are Generation 

X and Baby Boomers.

The bottom line: with each year that passes, more people in more countries across all age demographics 

are buying more products and services online, and this trend will only continue. As a business owner, you 

can’t afford not to have a digital footprint if you want to remain competitive, both now and in the future.

75%
2  

4

ages regularly shop online.

5

competitive — without an online option, you’re leaving money on the table.
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2 Section 2: An introduction to website payment gateways
You’ve probably purchased lots of products and services via websites over the years.  
Let’s see how this process works behind the scenes.

You go to a website to learn 

more about a product or service.

Once you decide to purchase a 

product or service, you click to 

add it to your virtual shopping 

cart. (You might also make order 

customizations during this step.)

You go through a secure 

checkout process using the 

payment method of your choice 

and complete the purchase.

You might not have thought about it at the time, but when you 

made your purchase, you did not directly pay the website or 

business owner. Instead, you authorized a payment gateway 

to process your transaction. Your money doesn’t actually go 

into the bank account of the seller until days later.

1 2 3
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Section 2: An introduction to website payment gateways

What is a payment gateway? 
Due to the enormous complexity and security risks involved with collecting sensitive customer 

information and transferring money between banks, payment gateways are essential to a functioning 

eCommerce ecosystem. There’s simply no way every business owner or website could create their own 

proprietary payment gateway.

As a result, online businesses often rely on third-party payment gateways in order to process sales 

through their website.

Popular and highly rated payment gateways include:

You may remember the early days of eCommerce where you 

clicked a PayPal button on a website and were taken off the 

website to complete your purchase securely on PayPal. Since then, 

the number of payment gateway providers on eCommerce sites 

has grown exponentially.

5Beginner’s Guide to Payment Technology for Websites

Stripe
PayPal

Amazon Pay

Authorize.Net

Square
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Section 2: An introduction to website payment gateways

Which payment gateway is right for  

your business?
How do you choose which payment gateway(s) are right for your 

online business? What are the differences between them?

Each payment gateway has different pros and cons and caters to 

slightly different audiences. Also, depending on which country you 

than another — or that a popular payment gateway in another 

country may not yet be available in yours.

When choosing payment gateways for your website, you’ll want 

to make sure your needs align with the features provided by a 

particular gateway. It’s also important to note that you don’t have to 
choose only one payment gateway.

In fact, many online stores offer two options (for instance, Stripe and 

PayPal), and allow shoppers to choose between gateways during 

checkout. This not only gives shoppers more options, it also provides 

a backup in the event one of the gateways experiences an outage or 

is temporarily unavailable for another reason.

of the payment-gateway 
market is powered by 

Stripe and PayPal.

76%

It’s also important to note that established gateway providers are 

continuously rolling out new features, maintaining their products to keep 

up with changing laws and regulations around the world, and buying 

smaller upstarts as new players appear on the market.

Currently, the two largest and most popular payment gateways are Stripe 

and PayPal, which together command about 76 percent market share in this 

space.6  Both Stripe and PayPal are available to WordPress.com store owners.
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Section 2: An introduction to website payment gateways

What are the primary differences between Stripe and PayPal Standard?

Neither Stripe nor Paypal locks you into a long-term contract. If you decide to change 

providers, you can leave either service at any time without paying any penalties.

Global reach

As of spring 2020, Stripe is available in 39 countries, while PayPal, which has been 

around since the dawn of eCommerce, continues to be used all over the world.

Payment types accepted 

Stripe allows your customers to choose from a wide selection of payment types, 

including credit cards, international cards, debit cards, Google Pay, Apple Pay, 

ACH (automated clearing house) payments, and more.

Fees and transaction costs 

Stripe and PayPal both charge sellers for each transaction, and you should 

fee per transaction (rates can vary depending on your sales volume). Whether 

you choose Stripe or PayPal, there are no hidden setup costs or monthly fees. 

After a sale, both services will transfer funds to your bank account within three 

to four days. If you’re a subscription- or membership-based business, both 

Stripe and PayPal allow you to set up recurring payments with ease.



8Beginner’s Guide to Payment Technology for Websites

Section 2: An introduction to website payment gateways

Stripe vs PayPal: which payment gateway is the best fit for my business? 
There is no single best choice applicable to every business trying to decide between Stripe, PayPal, or other 

payment-gateway options. Your best bet might very well be offering multiple payment gateways, leaving 

This not only provides more payment options for shoppers, but also ensures there’s a backup payment 

gateway in place in the unlikely event the other service is disrupted.

If you want to choose only one payment gateway for your website, carefully consider which gateway is a 

better match based on:

Your billing requirements — 

for example, do you need to 

offer recurring payments?

Your geographic area — which 

gateways are popular among 

your potential customers?

Your unique needs, like the 

ability to accept payments 

over the phone.
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       Clothing Store:  

Terrence runs an online clothing store. His customers 

can choose clothes in various colors, styles, and sizes, which 

he then ships to their door.           

1

Section 2: An introduction to website payment gateways

Which payment gateway is the best fit? A few real-world scenarios
Now, let’s consider some real-world scenarios to get a better grasp on which payment gateways an online 

store owner or charity might use. All these businesses have WordPress.com websites to promote their 

products or services, all of them need to take payments online via their websites, and all of them have 

       Local farmer:  

Susan has a local organic farm that sells produce two ways. First, 

she has a community-supported agriculture (CSA) program where 

customers can either pay a lump sum of $500 for future food 

deliveries, or buy a recurring CSA subscription. Second, she sells 

direct-to-consumer via her retail stall at the weekend farmers market.

       Sticker Store:  

Betsy has an online sticker store that sells stickers to teenagers.  

2

3

     His average sale is $500.

     Her average sale is $8.
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Section 2: An introduction to website payment gateways

Which online-payment solutions would accommodate these businesses?

       Terrence’s clothing store

Terrence’s WordPress.com clothing store needs to allow for order customizations 

and have a more customized checkout process where shoppers could enter 

special order notes or requests. Terrence also wants to make sure that his 

customers stay on his website throughout the checkout process, and he’d like to 

provide them with as many payment options as possible in order to deliver the 

best possible shopping experience.

Terrence chooses to use the WooCommerce Stripe Payment gateway so he can best 

meet the needs of his existing and future customers.

       Betsy’s sticker store 

Betsy has a WordPress.com store with multiple sticker types and variations from 

which her customers can choose. Betsy doesn’t need a customized checkout process, 

and she wants the simplest possible setup for her website. Her average sale is under 

$10 and thus considered a “micropayment.”

Betsy chooses to use PayPal as her WordPress.com store’s payment gateway so she 

can get started quickly and keep the most money possible from each sale. (This is 

based on each gateway’s current micropayment fee structure. These can change, of 

       Susan’s local farm 

Susan’s local farm has a WordPress.com store where her customers can choose 

between different types and durations of CSAs. Customers can either make one lump 

sum payment through her website for a non-recurring CSA, or they can sign up for 

multiple seasons of CSA through a recurring subscription. Susan also needs a good 

point-of-sale system so she and her staff can run customer credit and debit cards at 

the weekend farmers market.

Susan chooses Stripe for in-person payment support, handling recurring CSA 

payments and one-time payments. She also opts to get Stripe’s Terminal (which 

has a chip and swipe reader) to process point-of-sale orders at the farmers market.

1

2

3

10

WooCommerce
Stripe
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The Artist

 
1

Section 2: An introduction to website payment gateways

What if you're just getting started selling online?

       
The Influencer

 

       
 The Online Coach

 
2

3

     

Some websites don't need all the features of a full eCommerce business, so WordPress.com offers versa-

tile, mix-and-match website monetization tools with Payments. This set of essential features includes 

methods for collecting one-time payments, subscriptions, and restricting access to premium content.

Let's look at three more people who could benefit from these solutions.

Ava is an independent musician who's frustrated with the 

pennies she gets in royalties from streaming services. What 

if fans could pay to download music from her site?

Sylvia is a freelance consultant who provides monthly video 

conference coaching sessions for her clients. Could a website 

help her avoid the hassle of invoicing them every month?

Ivan has a big subscriber base for a YouTube channel 

documenting his world travels. What if he could charge some 

of his followers for access to exclusive content on a website?



Section 2: An introduction to website payment gateways

How do WordPress.com payment solutions work for these website owners?

12

       Ava's music website

       Silvia's monthly sessions

       Ivan's exclusive content

1

2

3

Ava uses a one-time payment feature to add clickable images and buttons on 

her WordPress.com website. Now she can sell digital downloads of full albums 

and popular tracks. 

Ava sets the price for her music, adds album artwork, and inserts blocks featuring 

products wherever it makes sense. Stripe processes the orders, and the money 

goes straight into her bank account. Every time she makes a sale, she gets an 

email and a notification on the WordPress.com mobile app.

Silvia uses WordPress.com to collect recurring payments so her clients don't 

have to remember to pay the monthly retainer fee, and she doesn't have to bill 

them. All she needs is an account with Stripe and a paid WordPress.com plan.

Her clients are automatically emailed receipts and can cancel at any time. Sylvia 

keeps track of her earnings from the WordPress.com dashboard.

Ivan uses Payments combined with the Premium Content block to create a 

membership website. His paying subscribers get access to behind-the-scenes 

videos, travel guides, and other content that the general YouTube audience 

can’t see.

The Premium Content block prompts members to sign in for access and 

encourages new visitors to subscribe. Ivan uses his WordPress.com website to 

give dedicated fans a more personal experience.

One-Time 
Payment

Recurring 
Payments

Membership
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3 Section 3: Setting up your WordPress.com store
WordPress.com makes it simple for business owners to set up their online stores and begin 
processing sales with minimal work or expense. 

Regardless of the plan you choose, you can design your WordPress.com 

store to match your brand’s unique look and feel.

Premium

Ideal if you need a sharp-

looking, straightforward 

website with the  

ability to accept one-time 

and/or recurring payments 

or donations.

Business

The best choice if you’d like 

to sell and ship physical 

products via your website, 

as well as add more 

advanced functionality 

throught third-party 

WordPress plugins.

eCommerce

Powered by WooCommerce, 

the leading eCommerce 

platform for WordPress sites, 

you need a comprehensive 

and customizable solution to 

help you sell a high volume 

of products and services.

Whether you’re a small business with a limited budget or a fast-growing business that needs robust 

eCommerce functionality, there’s a WordPress.com plan for you.
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Section 3: Setting up your WordPress.com store

For store owners opting for the eCommerce plan, here are seven out-of-the-box 
WordPress.com features you’ll love:

There’s also no limit to the ways you can customize your WordPress.com store using available plugins and 

WooCommerce extensions. For example, you can add multiple payment gateways, giving customers the 

freedom to choose their preferred payment gateway (and providing backup in case one option fails). You 

can even set up your site to accept cryptocurrency payments.

For more information on how to set up and customize your WordPress.com store, visit  

https://en.support.wordpress.com/store/→

1

2

3

4

5

6

7

Choose product customizations (different sizes, colors, etc).

Set inventory quantities for each product and product variation.

 
WooCommerce extensions).

Accept online payments using Stripe, PayPal, and/or another provider,  

Calculate sales tax automatically.

Create promotional coupons with discount codes.

Turn on product reviews to improve conversions.

https://en.support.wordpress.com/store/
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1

4 Section 4: Securing website and customer information
Here are seven tips on how to ensure your business and customer data are secure.

What can you do to protect your business and your customers from malicious cyber attacks? Quite a bit.

Here are some simple steps that business owners should take to protect their virtual storefronts.

Be smart with your passwords
Use complex rather than simple passwords, 

and set up two-factor authentication.

With WordPress.com, you can easily enable two-

step authentication. This means anyone logging in 

to your site must not only know the password but 

also have access to the designated mobile device 

associated with their account.

How does WordPress.com help? Seven Tips

2 Have a site backup plan in place
What would happen if your whole site 

crashed or your content disappeared?  

This nightmare scenario can become a grim 

reality if hackers gain access to your site.

Put simply, WordPress.com sites never  

crash. If you nonetheless ever encounter 

any issue or content loss on your website, 

Happiness Engineers are available to address 

your questions.

3 Never store customers’ sensitive 
financial information
If you have an online store, you should only 

be storing the customer information that’s 

names, addresses, and emails. Never store 

customer credit card information on your 

online servers.

When you have a WordPress.com store, the 

payment gateway you choose receives and 

stores your customers’ payment information, 

not you. This means that a hacker would have 

to breach some of the most secure websites 

in the world (like Stripe and PayPal) in order 

to obtain your customers’ sensitive data.

15
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Section 4: Seven tips to secure your website and customer information

Use https instead of http
HTTPS stands for HyperText Transfer Protocol 

Secure. Have you ever noticed the little lock 

icon next to the domain name of a website 

you’re shopping on? That means the site has 

been deemed authentic and secure via a third-

shoppers know they can trust the site in question.

WordPress.com automatically installs SSL 

sites. This saves you a lot of time and work and lets 

your customers know your site is secure.

Check your site regularly
You should regularly check in on your site 

to make sure nothing is out of sorts (and to 

create new content!). That way, if there’s 

something missing or wrong you’ll know 

sooner rather than later.

WordPress.com monitors unauthorized access 

attempts closely. Nevertheless, it never hurts 

to check your website regularly to make sure 

everything is up-to-date. Consider setting a weekly 

calendar reminder to do a quick site audit to look 

through your pages for anything that’s not working 

or that seems out of place.

Go with an established, secure 
eCommerce platform
PC Magazine suggests that online store 

owners choose “proven eCommerce solutions 

that provide encrypted payment gateways, 

protocols for sellers and buyers.” 7

WordPress.com and its sibling product WooCommerce 

offer best-in-class security and eCommerce 

functionality, with powerful customization options and 

endless extensibility — there’s no limit to your online 

store’s potential growth.

Stay up-to-date with the latest 
security threats (and defenses)
Major eCommerce platforms have dedicated 

teams of experts that stay on top of all the latest 

cybersecurity threats and ensure that online 

stores are protected without negatively impacting 

customer experience. While small-business 

owners don’t have equivalent resources, they can 

rely on third-party providers to achieve the same 

level of security for their websites.

WordPress.com’s security experts work around the 

clock to ensure that your website and your customers’ 

information stays secure. A major benefot of building 

an online store on WordPress.com is that you don’t 

have to worry about running security updates on 

your site — WordPress.com automatically manages 

security for you.

4

5

6

7

16
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5 Summary
Now that you’ve completed this guide to online payment technology, 
let’s go over some key takeaways. 

15

Why you need to start selling your products or services  
online immediately.

What payment gateways you can use on your digital store, as well 
as their relative pros and cons.

The out-of-the-box features available to WordPress.com store owners.

How to secure your and your customers’ information from online  
theft and fraud.

1

2

3

4

What’s your next step? Starting your own online store! By creating your own 
WordPress.com store, much of the hard work is already done for you, and you get to 

digital storefront up and running today.

Get started with your own WordPress.com store now! 

You should now have a firm grasp on...

→

https://wordpress.com/?utm_source=referral&utm_medium=ebook&utm_campaign=payments-ebook
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